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Welcome Note

On behalf of the 21 IEEE Int’l Conference HONET’2024 Organizing Committee, we’re exhilarated
to welcome all from various parts of the globe at the University of Doha for Science and Technology
(UDST), Doha, Qatar. The HONET Organizing team from the host UDST as well as from collaborating
Institutions from Qatar and HONET Global team are excited to welcome you to the 21 conference.

IEEE HONET 2024 organizing team has worked day and night to make a robust program. We are
determined and committed to working together for carrying on the mission of global cooperation in
research, education and communications for forging alliances to aid progress in research and
development in smart communities. We extend our warm welcome to the international delegates
and contributors who travelled from different continents and time zones. The countries represented
in the 21°' IEEE HONET are listed in order of number of contributed papers. Starting from the host
Qatar, global representation/participation includes USA, Sri Lanka, Pakistan, United Kingdom, Saudi
Arabia, Belgium, France, Kuwait, India, Jordon, Algeria, Germany, UAE, Senegal, Canada, Mexico,
Moldova, Denmark, Malaysia, China, Tunisia, Singapore, and Romania.

IEEE HONET series of Conferences and Symposia are well recognized as the confluence and
convergence of the researchers and delegates contributing to Research and Education pertaining to
Enabling Technologies. That includes various Information & Communications Technologies (ICT),
Robotics and Internet of Things (loT), Smart Microgrids and Energy-harvesting and Storage,
Photonics, Cyber-Security and Al (artificial intelligence). Moreover, Photonic technologies, which is
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HONET’s legacy area and intelligent technologies are included to support smart communities — one
of the HONET’s global objectives.

This year’s 3-day program comprises of 2-days of talks, technical sessions, symposiums, a
workshop and a tutorial. Eight high-impact technical sessions with fifty-plus high-quality papers
in various thematic areas are part of the program. High impact keynote presentations from
renowned scholars and invited speakers cover a variety of hot areas. Two symposiums are also a
part of the program. These include i) Symposium on Smart Sensing for e-Healthcare Applications
using loT, Al and ML Technologies, and ii) Symposium on Smart City and loT Applications to
Urban Mobility. Additionally, a Workshop on Secure and Efficient Al, and State of the art tutorial
for design and applications of Soft Robotics will enlighten participants on emerging areas in
Artificial Intelligence.

An Industry Panel on “Driving Innovation: Elevating R&D Excellence through Industrial-
Academic Synergy”, and Cisco’s Special Session—Discover Cyber Workshop for Women are also
part of this year’s program. Students’ poster sessions are also included in the program. The third day
(Day 3) is reserved for campus and academic units’ visits and informal interaction among the
conference delegates, faculty, students and visits to the local site-seeing and meeting IEEE
students’ groups.

The impact of the event is intended to be broad, spanning the realms of academe, technology,
industry, and educational. Details are included in the appended program. We believe that the
chosen venue UDST, Doha Qatar (this year’s host) guarantees a successful technical conference
despite global challenges. The real success of the conference will be contingent ultimately on the
participants (both presenters and attendees).

We express our sincere thanks to Dr. Rachid Benlamri, Prof. & VP Academics, UDST (Steering &
General Chair HONET), Dr. Zakaria Maamar, Prof. and Dean, College of Computing and IT, UDST
(Conference Chair), Dr. M. llyas Prof. & former Dean FAU, Boca Raton, FL, USA (Past-Year’s Conf.
Chair), Dr. Abdulhalim Dandoush, Professor UDST (TPC Co-Chair) and Dr. Syed Ali Haider, Assoc.
Prof., SUNY Fredonia, NY, USA, for his multiple roles from TPC co-Chair to Proceedings co-Editor
and webmaster.

We acknowledge Dr. Ala Gouissem, Prof. UDST and Dr. Zafar Taqvi, Univ of Houston at Clear
Lake, TX, USA, as Workshops and Symposium Coordinators, and Publicity Team, Dr. Abderrahmane
Maaradji, Prof. USDST, Dr. Mohamed Trigui, UDST, Dr. Junaid Zubairi, Chair CIS & Distinguished Prof.
SUNY Fredonia, Dr. Muazzam A. K. Khattak, Prof. CS, QAU, Islamabad, PK, and Dr. Zyia Arnavut, Prof.
& Former Chair CS, SUNY Fredonia, USA.

We acknowledge the services of Finance Chairs, Dr. Abasifreke Ebong, EPIC Professor, ECE,
UNC Charlotte, USA and Dr. Asif Mohammad Khan, Prof UDST, Qatar.; & Industry Liaison team, Dr.
Yacine Challal, Prof., UDST and Dr. Ridha Hamila, Prof. and IEEE Qatar Chapter Chair, Qatar
University, Qatar.

Also, we would like to acknowledge the continued support from Prof. Glenn Boreman, Chair of
Physics & Optical Science and Director of Optics Center, and Prof. James Conrad, Dir & Assoc. Chair
ECE, UNC Charlotte, and Engr. Charles Lord IEEE NC Council, USA and Prof. lan T. Ferguson, Former
Dean of Engineering Kennesaw State University, Atlanta, GA, USA and Dr. S. M. H. Zaidi, Prof. and
Pro-Rector Academics GIKI University, Pakistan.

We thankfully acknowledge the guidance from the HONET-ICT advisory board; and support of
‘Optics Center-UNC Charlotte’, IEEE North Carolina Council and IEEE Doha Section, Qatar for their
technical/financial co-sponsorships.



A large group of reviewers from the global community deserves appreciation for their volunteer
work (behind the scenes) done with utmost care, devotion and in a timely manner. We are all
confident that IEEE HONET 2024 will build upon the experiences of past events and will continue
growing in its strength, quality, and prestige. It will remain a symbol of global contribution and
cooperation in scientific- and engineering research, emerging technologies, global education, and
economic development cooperation.

In the end, once again we would like to acknowledge the hard work and support of our HONET
core team. We also recognize the leading global role of the host institution UDST, Doha Qatar and
UNC Charlotte, NC, USA and various other international co-organizers and future hosts. Wishing
you all enjoyable and rewarding experiences.

Sincerely,

H %W/?ﬂ% for

Dr. M. Yasin Akhtar Raja
Dr. Rachid Benlamri

Dr. Zakaria Maamar

Dr. Abdulhalim Dandoush
Dr. Syed Ali Haider

(IEEE-HONET’2024 Executive Chairs)



Conference Program Day 1

Time Building 1
0730
Location ‘ Building 1, Dukhan Auditorium
0900-0915
0915-0930 UDST Welcome Note
0930-0945 Address by HONET General Chair, Prof. Dr. Yasin Raja
0945-1000 Keynote 1: Human-Centered Machine Intelligence for Future Society, Prof. Gordon Cheng,
Fellow IEEE, Technical University Munich, Germany
1000-1015 Keynote 2: Emerging Technologies and Workforce Disruptions: Bridging the Skill Gaps in
1015-1030 Qatar, Ms. Duha Al Buhendi, Ministry of Communication and IT, State of Qatar
1030-1045
1045-1115 Coffee Break & Networking
. 01.1.04 01.1.06 01.2.05
Location .
Al Ruwais - Theater 1 Al Wakrah - Theater 2 Laffan - Theater 3
1115-1130 Technical Session | Technical Session 2
1130-1145 Artificial Intelligence, Computer Networks and
Internet of Things, and Al Security
1145-1200 .
& loT for Smart Cities Worksho
1200-1215 Papers: TS2-1 to TS2-6 op
Papers: TS1-1 to TS1-6 Secure and Efficient Al on
1215-1230 pers: the Edge
1230-1245
1245-1300
1300-1315
1315-1415 LUNCH BREAK
1415-1430 Technical Session 3 Technical Session 4 )
1430-1445 Artificial Intelligence, Energy and Power Technologies St Sei‘g:ﬁzf:_‘l_';:althcare
Internet of Things, and Al / Photonics " =
1445-1500 . Applications using loT, Al and ML
& loT for Smart Cities Technologies
1500-1515
1515-1530 Coffee Break & Networking
53 UL e Technical Session 4 continued TeChnF;cabl S:SSIon !
1545-1600 continued... OROHICS
1600-1615
; Papers: TS4-1 to TS4-5 Papers: TS7-1 to TS7-4
1615-1630 Papers: TS3-1 to TS3-6
1630-1645
1645-1700
Location ‘ Multipurpose Hall
1930-2130 Conference Dinner




Conference Program Day 2

Time

Building 1

0730

Location Building 1, Dukhan Auditorium
0830-0845 . o
0845-0900 Industry Speaker: Role of Al in Smart Cities, Mr. Raghav Thalabhakthula, CISCO
0900-0915 Keynote 3: Al-Driven Innovations: Leveraging Large Language Models for Network
0915-0930 Management, Spine Pain Detection, and Academic Excellence, Prof. James Won-Ki Hong,
0930-0945 Pohang University of Science and Technology (POSTECH), Korea
0945-1000 Invited Talk: Generative Artificial Intelligence Applications in Smart Grids, Prof.
1000-1015 Mohammad Shahidehpour, Fellow IEEE, lllinois Institute of Technology, USA
1015-1030 Coffee Break & Networking

Location Building 1, Dukhan Auditorium
1030-1045
1045-1115 Industry Panel

- Driving Innovation: Elevating R&D Excellence through Industrial-Academic Synergy

1115-1130

Location

01.1.04
Al Ruwais - Theater 1

01.1.06
Al Wakrah - Theater 2

01.2.08
Mesaieed - Theater 4

1645-1700

1130-1145 Technical Session 6 Technical Session 5
1145-1200 Artificial In'telllgence, Symposium or‘1 Smart City
Internet of Things, and Al & and loT Applications to ciIsco
1215-1230 for Women
1230-1245 Papers: TS6-1 to TS6-6 Papers: TS5-1 to TS5-3
1245-1300
1300-1400 LUNCH BREAK
1400-1415 Technical Session 8 Location: 10.1.04
1415-1430 Artificial In'telllgence,
Internet of Things, and Al &
1430-1445 loT for Smart Cities State of the Art Tutorial for CISCO Capture The Flag
1445-1500 the Design and Applications
1500-1515 Papers: TS8-1 to TS8-11 of Soft Robotics
1515-1530
1530-1545 Coffee Break & Networking
1545-1600
1600-1615 . .
1615-1630 Technical Session 8 continued... continued...
- continued... State of the Art Tutorial... CISCO Capture The Flag
1630-1645




Keynote and Invited Talk Abstracts

Keynote Human-Centered Machine Intelligence for Future Society

Dr. Gordon Cheng

Fellow IEEE

Professor and Coordinator Center of Competence Neuro-Engineering in ECE Department
Technical University Munich, Germany

In this talk, | present a human-centered neuroscience-based approach that enables the
realization of complete intelligent systems designed to be deployed across several
domains. My approach involved the fusion of neuroscience and robotics, targeting
improving people's quality of life. | will specifically show several examples, including safe
human-robot interaction, whole-body humanoid- robot interaction, enhanced humanoid
locomotion, robot navigation among movable objects, robot- robot collaboration, and
locomotion control of bipedal exoskeleton (to restore walking for the disabled).

Keynote Al-Driven Innovations: Leveraging Large Language Models

for Network Management, Spine Pain Detection, and
Academic Excellence

Dr. James Won-Ki Hong

Professor, Dept. of Computer Science and Engineering

Dir. Distributed Processing & Networks Management Lab
Pohang University of Science and Technology (POSTECH), Korea

In this keynote, we explore the transformative potential of Artificial Intelligence,
particularly Large Language Models (LLMs), across diverse domains such as network
management, medical diagnostics, and academic peer review. We delve into how LLMs
are revolutionizing network management by detecting faults in network devices and virtual
network functions and automating virtual network configurations. In healthcare, we
examine their role in detecting causes of spine pain through advanced pattern recognition
and data analysis. Finally, we discuss the application of LLMs in technical paper reviewing,
where they assist in ensuring quality, originality, and relevance in academic research.

Emerging Technologies and Workforce Disruptions:

Bridging the Skill Gaps in Qatar

Ms. Duha Al Buhendi
Ministry of Communication and IT
State of Qatar

Duha Ali Al-Buhendi, Digital Society and Digital Competencies Director at Qatar’s Ministry
of Communications and Information Technology, will explore the transformative impact of
emerging technologies, particularly artificial intelligence (Al), on Qatar’s workforce. Her



presentation will review the current job distribution across sectors in Qatar and project
future shifts driven by Al, Cloud Computing, Robotics, and Blockchain. A significant focus
will be on the growing skills mismatch, where an increasing demand for highly skilled
professionals contrasts with an oversupply of lower-skilled workers.

To address this challenge, Duha will outline how MCIT’s Qatar Digital Academy (QDA) is
collaborating with leading course providers to revamp its training offerings. These updates
are designed to align with the evolving technological landscape, ensuring the Qatari
workforce is equipped for the future. By expanding its reach to both public and private
sector employees, QDA aims to provide critical skills in areas such as Al. This initiative is
set to expand further by 2025, targeting an even broader audience and fostering a more
resilient and future-ready workforce.

Keynote Role of Al in Smart Cities

Mr. Raghav Thalabhakthula
CISCO

Invited Generative Artificial Intelligence Applications in Smart

Talk Grids

Dr. Mohammad Shahidehpour

Fellow IEEE

Bodine Chair Professor and Director
Galvin Center for Electricity Innovation,
llinois Institute of Technology

The integration of artificial intelligence (Al) into smart grid technologies has manifested the
potential for enhancing the optimization of electric power systems. Generative Al refers to
a category of artificial intelligence techniques and models that are designed to generate
new content based on input data. In essence, generative Al models are trained on large
datasets and learn to mimic and generate contents that are similar to the input data. In
smart grid applications, generative Al can capture complex patterns and dependencies in
power system data, leading to more accurate forecasts, especially in scenarios with
nonlinear and dynamic input patterns.

This presentation will provide a comprehensive overview of latest advancements in
generative Al and their applications in smart grid. It will be demonstrated that the
generative Al will have the potential for revolutionizing the way smart grids are operated,
leading to more efficient, resilient, reliable, economic, and sustainable energy system
operations. The presentation will also highlight the importance of big data and the role of
generative Al in enhancing the forecasting, reliability, resiliency, performance and
efficiency of smart grids. The presentation will discuss advanced Al techniques, such as
generative adversarial networks (GANs), data-driven control strategies, machine learning
models for load and price forecasting, deep learning applications for fault detection/self-



healing, and reinforcement learning for demand response optimization. In addition, data
security, and real-world implementation challenges and possible solutions for applying
generative Al in smart grid will be reviewed. The presentation will discuss the perspectives
on future trends for Al-enabled smart grid implementations.



Technical Paper Abstracts

TS1-1

Optimizing UAV Task Processing in Disaster Response with Lyapunov-based Edge
Computing

TS1-2

Rakan Armoush and Muhammad Nadeem Khan (University of West London, United Kingdom (Great Britain));
Alireza Esfahani (Research Supervisor, United Kingdom (Great Britain)); Nasser Matoorianpour (University of West
London, United Kingdom (Great Britain)); Mohammad Shojafar (University of Surrey, United Kingdom (Great
Britain)); Shidrokh Goudarzi (University of West London, United Kingdom (Great Britain))
This paper introduces a novel cooperative task assignment model tailored for unmanned aerial vehicles
(UAVs) leveraging edge computing to enhance data collection and processing efficiencies during
disaster scenarios. The objective is to optimize end-to-end delay and energy consumption across UAV
trajectories, critical factors in emergency response operations. We present a Lyapunov-based model
that strategically addresses these optimization challenges. A pivotal contribution of this work is the
development of a Lyapunov Optimization-based task processing for queue-based offloading algorithm
that efficiently manages task computations by dynamically balancing between local processing and
edge offloading based on real-time assessments of system states and resource constraints. Simulations
validate the effectiveness of the proposed algorithm, demonstrating notable improvements over existing
methodologies. Specifically, the Lyapunov-Based Optimisation (LBO) algorithm reduces the overall
operational cost by up to 35% and energy consumption by 40% compared to benchmark schemes. These
enhancements are crucial for deploying UAVs in disaster management, providing a robust framework
that ensures rapid, reliable, and energy-efficient data handling capabilities.

A Regression Model to Secure Cloud Datacenter against DDoS Attack

TS1-3

Hamad Al-Thani, Jarah Al-Otaibi, Saad Al-Homaidan and Shafi'i M Abdulhamid (Community College of Qatar,
Qatar); Nadim Rana (Jazan University, Saudi Arabia); Abdullah Hussein Al-Ghushami (Community College of Qatar
& UUM, Qatar)
Cloud computing is a major area for conventional IT executions since it offers insignificant expense and
admittance to "pay-as-you-go" registering capacities and concerning requests by clients. The cloud
offers systems, stages, and software through cloud climate models. There are numerous security-
related issues in this domain. A distributed denial of service (DDoS) attack can be named a " tsunami "
due to its devastating effect. DDoS attacks are a ceaseless danger to present-day organizations, causing
serious business fiascos, clientissues, and monetary misfortunes. This study utilizes a machine learning
strategy named the Logistic Regression model to give security to servers working in a cloud climate
against DDoS. This assists with giving security and is valuable in updating the strong advancement of
associations. WEKA toolis used to develop a regression model. The data set used is NSL-KDD. The model
helped categorize traffic as normal or anomaly with high accuracy and precision.

Early Fault Detection in Rolling element bearings using Signal Processing
Techniques

Ali Saeed (Quaid-E-Azam University, Pakistan); Muhammad Usman Akram (CEME NUST, Pakistan); Muazzam A.
Khan (Quaid i Azam University, Islamabad, Pakistan); Muhammad Belal Afsar (OTTO VON GUERICKE University,
Germany)

Many studies show that bearings are the most vulnerable components in low-voltage motors. While
advanced bearing diagnostic systems exist, their cost can be a barrier for non-critical machinery due to
the potential wait time to see a return on investment. This research explores the feasibility of using basic
signal processing techniques on vibration data for bearing condition monitoring. The primary goal is to
analyze benchmark data from the CWRU dataset and establish a baseline performance for this data-
driven approach. The results suggest that, with appropriate signal processing, it's possible to achieve
early detection of bearing faults, leading to more efficient time-to-fault identification with higher
detection accuracies ranging from 83% to 100% for each method.



TS1-4

Addressing Waste Management Efficiency in Qatar: A Meta-Heuristic and
Approximation Approach to Traveling Salesman Problem

TS1-5

Nikita Nilesh Mistry (Qatar University, Qatar); Noora Shifa (Qatar University & University of Doha for Science and
Technology, Qatar); Kawthar Chakif and Roshni Nawaz (Qatar University, Qatar)

Efficient waste collection and management are imperative for addressing the environmental
implications arising from the escalating volume of daily waste generation. To mitigate these challenges,
strategic interventions are essential to optimize waste collection systems, particularly in regions like
Qatar where financial constraints underscore the need for cost-effective solutions meeting various
performance criteria. This study endeavors to optimize waste collection and management in Qatar by
utilizing the Traveling Salesman Problem (TSP) framework. Through a meticulous exploration of four
distinct TSP implementations - namely, the Nearest Neighbor (NN), Christofides', Ant Colony
Optimization (ACO), and Simulated Annealing (SA) - tailored to the distinctive demands of waste
collection logistics, our focus has been on delineating the most efficient routes for waste collection
vehicles. The selection of these algorithms is based on their demonstrated effectiveness in similar
optimization problems and their suitability for waste collection operations. Embracing approximation
approaches such as NN and Christofides' algorithm has provided practical solutions, complemented by
the strategic insights offered by ACO and SA heuristics. By conducting a rigorous analysis and
comparison of these algorithms, we endeavor to offer insights into their efficacy in addressing Qatar's
waste management imperatives, thereby informing decision-making processes and enhancing
operational efficiency within the waste management domain.

Enhancing Tourist Experiences with Al: The Integration of LLMs and Audio
Augmented Reality

;)

TS1-6

Yousef J. Almujareb, Hamad S. Aljuwaihel, Rakan A. AlTahous, Ali K. Almaghrabi and Abdullah S Karar (American
University of the Middle East, Kuwait)

In this article, the Insight Explorer system, which utilizes artificial intelligence (Al) and audio augmented
reality (AR), is introduced as a tool designed to transform tourist experiences through immersive audio
narratives delivered via AR Smart Glasses. This innovative system employs the GPT-4-Vision API for
accurate landmark identification, maintaining high performance even under complex environmental
conditions. Our comprehensive evaluation and detailed case studies demonstrate the system's
effectiveness and versatility, particularly in enhancing user immersion through advanced spatial audio
processing techniques. While the system achieves significant milestones, it also presents challenges in
computational demands. Future work will concentrate on optimizing and expanding the system to
further enhance its capabilities. Overall, the integration of Al and audio AR by the Insight Explorer marks
a substantial progress in the development of intelligent, immersive tourism solutions.

Sensor-based Human Activity Recognition Using Image-Based 2D Discrete
Wavelet Transformation and Deep Learning

Yaman Albadawi and Tamer Shanableh (American University of Sharjah, United Arab Emirates)

The recent development in the wearable devices domain raised interest in wearable sensor-based
human activity recognition systems research. This paper introduces a novel human activity recognition
system that uses a unique feature extraction method combined with a deep learning network associated
with an attention layer. One of the main contributions of this work is the time-wise division of sensor
sequences into non-overlapping segments. Each segment is treated as a 2D image, and consequently,
we apply image-based feature extraction techniques to it. This includes the use of two-dimensional
discrete wavelet transformation to extract useful features from the sensor readings. Experimental
results showed that the system outperforms the recognition rates and f1-scores reported in most recent
studies in the literature. Specifically, we report recognition rates of 99.44% for the UCI-HAR dataset,
respectively.

10



TS2-1

On Using BERT Embeddings for Text Semantic Communication

TS2-2

Asma Mahgoub and Elias Yaacoub (Qatar University, Qatar)

The current technological advancements carry stringent communication requirements. These
requirements cannot be achieved by current networks. Therefore, a new paradigm called semantic
communication is proposed. Semantic communication is the transmission of the meaning of data.
Different semantic communication algorithms were proposed in literature, but they are complex and
non-universal. In this work, a text semantic communication algorithm will be modified to be simple and
universal. The modified algorithm uses a transformer network with 1 encoder layer and 3 decoder layers.
The embedding layer uses pretrained embeddings from a Bidirectional Encoder Representations from
Transformers (BERT) model. The algorithm is trained to optimize both the cross-entropy loss and the
mutual information. Training and testing are done using the European parliament proceedings dataset.
The performance of the modified algorithm is comparable to the original algorithm although it uses 50%
of the layers. This work indicates the potential of using pretrained embeddings to simplify and enhance
universality of existing semantic communication algorithms.

Efficient Disaster-Resilient Network Slicing for URLLC in UAV-Enabled MEC using
Federated Learning

TS2-3

Ryma Boussaha (Ecole nationale supérieure d'informatique, Algeria); Yacine Challal (University of Doha for Science
and Technology, Qatar)

Upon natural or industrial disasters, the reliability and continuity of communications becomes an
absolute priority to ensure the availability of critical services. In this context, network slicing emerges as
a promising solution for isolating quality of service needs. In addition, URLLC (Ultra-Reliable Low Latency
Communication) services are essential to enable effective coordination for real-time emergency
management and remote equipment control. The integration of UAVs (Unmanned Aerial Vehicles) as
flying MECs (Multi-access Edge Computing) to provide the essential ressources for network slicing in
disaster scenarios has a substantial effect on the scope of emergency operations management. UAVs
involvement facilitates extending connectivity to remote areas, where mobile infrastructure is
unavailable. However, due to inefficient node selection for resource allocation, the number of satisfied
slicing requests may be reduced, which could put lives atrisk in disaster-affected areas. The use of UAVs
to ensure network slicing and energy transmission jointly poses a significant challenge given that the
UAVs' energy is limited. In response to these challenges, we propose a new multi-objective optimization
model enabling URLLC services. We also propose a proactive model that predicts the required worload
in the network in terms of computing and storage capacity using federated learning. Our optimization
model demonstrates a significant improvement compared to existing approaches, with a remarkable
reduction in latency of 50%.

SEKM-IloT: Secure and Efficient Key Management for Dynamic Access Controlin
Smart loT Systems

Mourad Benmalek (Al Yamamah University, Saudi Arabia)

In this paper, we focus on the critical challenge of establishing a secure and efficient KMS that enables
dynamic access controlin hierarchical loT systems, particularly linear hierarchies with multiple classes.
In the proposed scheme, denoted SEKM-I0oT, a key graph technique is used to effectively update class
keys when membership changes occur. Moreover, a secure key derivation technique is employed to
allow members of higher classes deriving class keys of the lower ones using a one-way hash function.
Security analysis shows that SEKM-loT ensures forward secrecy, backward secrecy, collusion freedom,
and resilience against contrary attacks. Furthermore, performance analysis demonstrates that our
scheme is lightweight, scalable, and incurs low cost in terms of storage, communication, and
computation overheads.

11



TS2-4

Towards an Improvement of the ADR Mechanism Based on New Parameters for
Possible Optimization of LoRaWAN Transmission

TS2-5

Ass Diane and Ousmane Diallo (Université Assane Seck de Ziguinchor, Senegal); EL Malick Hadji Ndoye (University
of Assane Seck of Ziguinchor, Senegal)

The expansion of the Internet of Things (loT) field of application has led to the emergence of new types of
network, featuring technologies such as LoRa and Sigfox, ensuring long transmission ranges and
moderate energy consumption. These networks are commonly referred to as Low Power Wide Area
Networks (LPWAN). LoRa is one of the most promising LPWAN technologies. Strictly speaking, LoRa is a
physical layer owned by SEMTECH, and LoRaWAN is an open LPWAN standard developed by the LoRa
Alliance. This standard proposes an adaptive data rate (ADR) scheme that acts individually on each
terminal node. ADR is still in the improvement phase, with the aim of responding effectively to network
scalability. It dynamically adjusts the spreading factor and transmission power of each terminal node,
while bandwidth and coding rate are also configurable at terminal node level. In this paper, a
mathematical model to study the influence of bandwidth and coding rate on packet reception rate and
network energy consumption is proposed. Through the model, it is concluded that bandwidth and coding
rate have a significant impact on packet reception rate and network energy consumption. Then, using
FloRa (Framework for LoRa), the veracity of the modelis verified through simulations. The results validate
the model's conclusions. This may suggest that a new mechanism dynamically controlling bandwidth
and coding rate in addition to the parameters already taken into account, and exploiting the results of
this work, could outperform ADR.

Increasing Guard Band Size to Decrease Interference in V2X Communication

TS2-6

Nakira A Oglesby (Kennesaw State University, USA); Mackenzie Prescott (Kennesaw State Universuty, USA); Billy
Kihei (Kennesaw State University, USA)

As technologies evolve and new devices are introduced, the demand for fast and reliable vehicle-to-
everything (V2X) communication increases. As this demand increases, the interference level in the
5.9GHz Dedicated Short Range Communications (DSRC) band will inevitably increase. And thus, the task
of somehow minimizing this interference becomes increasingly important as time passes. This report
investigates the effects of increasing the guard band size of the lower 5.9 GHz DSRC band on the adjacent
channel interference from Unlicensed National Information Infrastructure 4 band (U-NII-4) devices and
to try and see if there is a significant decrease in the interference level. The changes in the interference
levels are being measured through packet reception rate (PRR) in vehicle-to-infrastructure (V2I)
communication and infrastructure-to-vehicle communication (I12V). Experimental observations in lab
using 45 low-cost U-NII-4 devices have shown a significant increase in PRR when shifting the central
frequency of these devices for both V2| and 12V communications.

Applying Radio Frequency Attenuators to reduce the Impact of U-NII-4
Interference on DSRC channel 180

Grayson Hatcher, Marco Tello, Nathan Kirkwood and Billy Kihei (Kennesaw State University, USA)

In recent years, competition within Radio Frequency (RF) communication bands has led to an overlap
between the U-NII-4 band used by low-cost consumer devices, and the Dedicated Short Communication
Band (DSRC) used by the Georgia Department of Transportation. Past research confirmed that this
interference leads to drastic reduction in Packet Reception Rate (PRR) for Roadside Units (RSUs) and On-
Board Units (OBUs) throughout the country, resulting in a reduction of stability between different
components of the Intelligent Transportation System (ITS). Our research team set a goal to prove that a
low-cost and simple modification can be made to RSUs currently in use that could increase PRR, by
developing and testing RF technologies. These technologies include Microstrip RF filters developed
within MATLAB's RFPCB toolbox, as well as attenuators available on the market currently. These
solutions could be easily adapted to infrastructure systems, and only require they run in-line with the
stock antennas already in use. We were able to accomplish this goal, as well as made findings that may
be beneficial within the world of RF communications for RSU devices.

12



TS3-1

LLM-based Anomaly Detection for Digital Substation Cybersecurity

TS3-2

Liam McGevna, Jason Chow, Jeffery Luo and Priscilla Kyei Danso (Stony Brook University, USA)

The security of digital substations is pivotal in the operations of smart grid. These substations rely on
intelligent electronic devices (IEDs) for real-time data exchange and control defined by the IEC 61850
standard of the Generic Object-Oriented Substation Event (GOOSE) protocol. Presently, the
predominant approach for anomaly detection in standardized GOOSE communications relies on
Machine Learning (ML) techniques. While these methods demonstrate impressive accuracy, ML
techniques face the challenge of needing retraining whenever new attack types arise. This retraining
process involves gathering extensive datasets, leaving the system vulnerable in the interim. The
proposed work aims to utilize the contextual understanding of Large Language Models (LLMs),
specifically ChatGPT for anomaly detection in the GOOSE protocol. We achieved this by developing a
method to feed ChatGPT full GOOSE network packet traces and provide suggestions on identifying attack
types, thereby incorporating Human-in-the-Loop (HITL) training. We also aimed to explore the potential
of LLMs to offer comprehensive insights and explanations, known as Natural Language Explanations,
regarding potential attacks. Based on our experimental results, the potential of LLMs to enhance the
security of digital substations, showcasing promising results with improved accuracy and explainability
in detecting anomalies in GOOSE communications.

Malware Behavioral Patterns: An Innovative Hybrid Methodology for Android
Devices

TS3-3

Sheikh Muhammad Zeeshan Javed (National University of Science and Technology Pakistan, Pakistan);
Muhammad Faisal Amjad (National University of Sciences and Technology & National University of Sciences and
Technology Pakistan, Pakistan)
The proliferation of Android devices has led to an exponential increase in the volume and complexity of
data they handle, ranging from routine to highly sensitive information. Consequently, the evolving threat
landscape posed by Android malware necessitates diligent investigation methods. While strides have
been made in understanding malware mechanisms, there persists a significant gap in comprehending
their behavioral dynamics. This scholarly work introduces an innovative hybrid methodology with the
purpose of addressing this gap by meticulously analyzing the behavioral patterns exhibited by various
malware variants on Android devices. By employing an extensive range of metrics encompassing
sensitive permissions, network interactions, and API Calls, our methodology enables the categorization
of distinct malware types based on their behavioral attributes.
Furthermore, for the purpose of classification, we utilize the VirusTotal APl to label the malware samples.
Subsequently, we employ deep learning-based classifiers, specifically Long Short-Term Memory (LSTM)
networks and Convolutional Neural Networks (CNNs). These classifiers are evaluated using various
metrics, including Accuracy, Precision, Recall, and F1-Score. Our experimental results demonstrate that
the system achieves a remarkable prediction accuracy of 96\%. Consequently, our proposed system
offers an effective solution for malware categorization.

Integrating Deep Learning for Comprehensive Detection and Optimization of ECG-
Based Arrhythmia Using Gaussian Function Model

Sahar Boulkaboul (CERIST Research Center, Algeria); Medjda Rihab Slimani (ESI SBA, Algeria); Baha Meriem (Esi
Sba, Algeria)

The rapid advancement in deep learning has opened new avenues for the accurate detection and
classification of arrhythmias using electrocardiogram (ECG) signals. This study focuses on integrating
deep learning techniques with Gaussian function models to enhance the detection of ECG-based
arrhythmias. Traditional methods of arrhythmia detection often face challenges due to the complex and
varied nature of ECG signals. By employing Gaussian function models, this work aims to create a more
generalized representation of ECG beats, which can be effectively utilized by deep learning algorithms.
The proposed approach combines the strengths of Gaussian modeling with advanced deep learning
techniques, including Convolutional Neural Networks (CNN), Long Short-Term Memory (LSTM)
networks, Channel Attention Mechanism, and Transformer Encoders. These components collectively
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improve feature extraction, enhance contextual understanding, and refine the classification process,
leading to a comprehensive and robust detection mechanism for various types of arrhythmias.
Experimental results demonstrate that the integrated model significantly outperforms existing methods
in terms of accuracy and computational efficiency, providing a promising tool for real-time cardiac
monitoring and early diagnosis of heart conditions.

Early Epilepsy Seizure Monitoring Through Integrated Eye Tracking, Heart Rate
and EEG Sensors

TS3-5

Najlaa Bargan, Asma Almarri, Fatima Alsheeb, Salma Badawy, Khalid Abualsaud and Elias Yaacoub (Qatar
University, Qatar)

Epilepsy is a neurological disease, that randomly affects individuals of all ages and usually starts to
appear in childhood, but it can also begin to appear in adulthood. Statistically, epileptic individuals
confront a premature death that is three times higher compared to the general population. Furthermore,
an overwhelming 80% of those individuals are in countries with limited health resources, making
effective seizure management difficult. This paper aims to propose a device in response to the medical
challenge of healthcare providers coping with and monitoring epileptic seizures. The device is equipped
with integrated parameters that are focused on eye blinking, heart rate, and Electroencephalography
(EEG) signals. This unique combination offers an effective way to monitor individuals with epilepsy,
providing critical data for managing their conditions. Utilizing advanced assistive technology, the
proposed device monitors and detects seizure episodes early with high sensitivity, allowing immediate
assistance by caregivers and health providers. In addition to data collection, this device is an alternative
approach that may lower the chance of harm and facilitate better monitoring and seizure detection.
Finally, the monitoring device can constantly check the status of the patient's disease making assistance
reachable and easier.

Optimizing High-Altitude UAV Object Detection with Deep Learning

TS3-6

Suchithra Kunhoth (Qatar University, Qatar); Muna Alfadhli (Qat, Qatar); Somaya Ali Al-maadeed (Qatar University,
Qatar)

The impressive advancements in computer vision have endowed unmanned aerial vehicles (UAVs) with
intelligence, enabling them to undertake diverse tasks such as object detection, tracking, and counting.
Nevertheless, challenges arise due to factors like high altitudes, varying camera angles, and
environmental conditions. UAVs are often equipped with thermal cameras, offering valuable footage for
a broad spectrum of applications. In this study, we focused on a high-altitude infrared thermal dataset,
investigating different models within the YOLOX family for the object classification task. The dataset
comprises 2898 images taken at various times, altitudes, weather conditions, and camera perspectives.
Notably, the YOLOX-L model achieved the highest mean average precision (mAP) at 86.5. In comparison,
previous work utilizing SSD-512 achieved an mAP of 85.6, demonstrating our improved precision. It is
noteworthy that even the compact models within the YOLOX family yielded commendable precision.
YOLOX-tiny achieved 84.5, and YOLOX-nano achieved 82.8. In contrast, prior research indicated that the
YOLOv4-tiny model only achieved an mAP of 50.38. Considering the computational complexity, the
YOLOX tiny models prove highly advantageous for deployment in onboard UAV platforms.

SceneScribe: loT-Enabled Al Audio Narration for the Visually Impaired

Jeyaram Nadesan and Nasim Hajari (Concordia University of Edmonton, Canada)

The rapid advancements in loT and Al technologies have opened new avenues for enhancing the quality
of life for individuals with disabilities. This paper presents SceneScribe, a human-centric solution that
makes everyday environments more navigable and enriching for individuals with visual impairments. By
integrating cutting-edge loT technology within wearable devices, SceneScribe provides real-time audio
feedback and guidance, thereby enhancing accessibility and autonomy. The system is built around a
Raspberry Pi equipped with a camera module that captures scenes. These images are then processed
using the OpenAl GPT-4 model, which generates detailed descriptive text. The text is subsequently
converted into audio through the OpenAl TTS-1-1106, and the output is delivered via headphones. The
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versatility of the system has been demonstrated through its integration into various wearable formats,
such as hats and spectacles, highlighting its potential for broad adoption.

Dynamic Crowd Management through Potential Field-Based Simulations

TS4-2

Samprith Jagtap D, Suraj B M, T Jaiwanth, Anushka Ghei and Srinivas K S (PES University, India)

This study introduces an innovative approach to crowd management through advanced computational
modeling and visualization techniques. By leveraging the capabilities of Python and Matplotlib, we
developed a comprehensive framework that segments a defined area into a grid, simulating crowd
density through variable point distributions. This method incorporates realistic scenarios by integrating
weighted regions to represent areas of attraction and avoidance, facilitating a detailed and nuanced
analysis of crowd dynamics. Our approach systematically categorizes spatial zones based on density
levels and evaluates the impact of attractors and repellers, providing valuable insights into potential
congestion points and optimal crowd flow patterns. Visualization is achieved by overlaying quiver plots
on heat maps, effectively highlighting spatial distributions and movement trends within the crowd. The
proposed model has significant implications for urban planning, event management, and public safety,
offering a robust tool for data-driven decision-making in crowd management. Preliminary assessments
indicate its potential in predicting and mitigating crowd-related challenges, laying a solid foundation for
future research and practical applications in the field.

Data-Driven Intelligent Prediction Model for Gearbox Temperature in Wind
Turbines

TS4-3

Abdulbasit Hassan (King Fahd University of Petroleum and Minerals, Saudi Arabia); Md Shafiullah (King Fahd
University of Petroleum & Minerals, Saudi Arabia); Asif Islam (Interdisciplinary Research Centre for Sustainable
Energy Systems, KFUPM, Dhahran, Saudi Arabia); Muhammad Majid Gulzar (King Fahd University of Petroleum and
Minerals, Saudi Arabia & Interdisciplinary Research Center (IRC) for Renewable Energy and Power Systems, Saudi
Arabia); Waleed M. Hamanah (King Fahd University of Petroleum and Minerals & Applied Research Center for
Metrology, Standards and Testing (ARC-MST), Saudi Arabia)
Wind power has become increasingly popular due to the demand for sustainable energy sources. A
fundamental problem these renewable sources face is the energy cost, thus challenging their efficient
operation and maintenance (O&M). Predictive maintenance (PM) has been developed to be an
economical solution for the active overcoming of problems, such as wind turbine (WT) gearbox bearing
failures that seriously affect the performance and stability of renewable energy systems (RES). This study
develops a predictive model of gearbox-bearing temperature using advanced machine learning
algorithms such as multiple linear regression (MLR), Extreme Gradient boosting (XGBoost), and Random
forest (RF) from the WT supervisory control and data acquisition (SCADA) system. The RF model
performed better than the MLR and XGBoost model, with an R-squared value of 0.9840, and the Root
mean square error (RMSE) and the Mean absolute percentage error (MAPE) were discovered to be 0.7352
and 0.88%, respectively.

A Semi-supervised Low-complexity Appliance Identification and Monitoring
System for Residential Houses

Nimantha Madhushan, Rathnayake Mudiyanselage S Rasanjalee and Dhanushika Darshani (University of Sri
Jayewardenepura, Sri Lanka); Uditha L. Wijewardhana (University of Sri Jayewardenepura & Faculty of Engineering,
Sri Lanka); Madushanka Nishan Dharmaweera (University of Sri Jayewardenepura, Sri Lanka)
Non-intrusive load monitoring (NILM) has emerged as a vital element of modern energy monitoring and
management approaches. Artificial intelligence methodologies have led to the creation of numerous
solutions over the last twenty years. However, a significant challenge remains the need for a large labeled
dataset, which interferes with the development of accurate and simple NILM solutions. Moreover,
integrating consumer feedback is essential for recognizing and including new appliances in the system.
This study introduces a semi-supervised, real-time NILM system aimed at overcoming these issues, with
consumer feedback being crucial for improving system accuracy. Practical applications demonstrate
the efficacy of this method, emphasizing its ability to reduce energy use and improve household energy
management. The paper finishes with a discourse on practical applications and prospective
development potential for the suggested system.
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Solar-Powered UV-LEDs for Microbial Disinfection: Design, Challenges and
Applications

TS4-5

Trailokya Bhattarai and Nita Khanal (UNC Charlotte, USA); Abasifreke Ebong, Mariya Munir and M. Yasin Akhtar Raja
(University of North Carolina at Charlotte, USA)

Ultraviolet-Light Emitting Diodes (UV-LEDs) application as sustainable and effective microbial
deactivation in healthcare, water treatment, food safety, and surface disinfection has increased
recently. This paper explores the feasibility, design, and performance of a solar-powered UV-LED system
for microbial deactivation. It emphasizes the use of UV-C LEDs (200-280 nm) for their efficacy in reducing
pathogens. Our study addresses the design considerations for integrating solar panels, charge
controllers, batteries, UV-LEDs, and sensors to develop an efficient and safe disinfection system. Recent
test- results from a 275 nm UV LED system show promising reductions in bacteriophages Phi6 and MS2.
That signifies potential applications in water purification, surface sterilization, and emergency settings.
However, challenges such as low wall plug efficiency and fabrication difficulties for short-wavelength
LEDs need to be addressed to realize the full potential of such technology.

Thin-Film Solar Photovoltaics: Trends and Future Directions

TS5-3

Donald L. Intal and Abasifreke Ebong (University of North Carolina at Charlotte, USA)

Thin-film solar cell can be cost-effective because of minimal material usage, flexibility, and potential high
efficiency. The traditional thin-film solar technologies include amorphous silicon (a-Si), cadmium
telluride (CdTe), and copper indium gallium selenide (CIGS). This paper reviews the traditional thin-film
solar technologies at laboratory and commercial scales, their market shares, and the reliability. It also
discusses the emerging thin-film technologies, such as perovskite solar cells, copper zinc tin sulfide
(CZTS), quantum dot, organic photovoltaics (OPV), and dye-sensitized solar cells (DSSC), in view of their
rapid advancements and potential future deployments. While a-Si technology faces low efficiency and
light-induced degradation, CdTe and CIGS continue to demonstrate strong potential in module
efficiency. The future direction of thin-film solar technologies, in particular, applications which relies on
longevity, reliability, consumer confidence, and increased investment is also explored.

Preliminary Evaluation and Optimization of Task Offloading and Latency in
Vehicular Edge Computing

TS5-2

Rim Sayegh (University Paris Saclay, France & ESME Sudria, France); Abdulhalim Dandoush (University of Doha for
Science and Technology (UDST), Qatar & ESME & L2TI Sorbonne University Paris Nord, France); Hela Marouane
(ESME, France); Sahar Hoteit (University Paris-SACLAY & CentraleSupélec, France)

In vehicular edge computing (VEC), multi-access edge computing (MEC) plays a crucial role in enabling
vehicles to offload computationally intensive tasks, thereby enhancing data processing efficiency.
However, MEC encounters challenges related to limited resources and the complexity of optimal task
offloading due to the dynamicity of the environment. This short paper provides a preliminary analysis of
decision-making algorithms responsible for assigning vehicle tasks to MECs, with a focus on the latency
metric. The study examines two types of vehicle applications-safety and infotainment-using the open
source Simu5G simulator to assess how environmental complexity and different policies influence the
delay. The results underscore the impact of these factors on the end-to-end (E2E) latency and highlight
potential enhancements. Future work will explore strategies to further reduce E2E latency, improving the
overall responsiveness and efficiency of VEC systems.

Safety and Sustainability Indicators of Variable Speed Limit Control in Intelligent

Driver Models

Madalin-Dorin Pop (Politehnica University of Timisoara, Romania); Viorel Carbune and Sudacevschi Viorica
(Technical University of Moldova, Moldova)

The variable speed limit (VSL) control is responsible for real-time adjustment of speed limits based on
traffic conditions in sensor-based environments. Integration of this traffic management strategy with
intelligent driver models (IDMs) enables the development of control systems for autonomous vehicles.
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This article identifies the indicators used for the performance evaluation of VSL strategies implemented
in IDM. A classification of these indicators into safety and sustainability categories simplifies the
identification of the targeted measures of effectiveness (MOEs) of a proposed VSL strategy, such as
safety, mobility, or environmental sustainability. Furthermore, this article reviews existing VSL strategies
developed for IDMs and discusses how their assessment was carried out based on identified indicators.

A Design Architecture for Steering an Autonomous All-Terrain Vehicle Using
Object Tracking via Computer Vision and YOLOvS8

TS6-1

Joseph M Phillips, Sam Shue and James M. Conrad (University of North Carolina at Charlotte, USA)

This paper presents a detailed overview of an autonomous All-Terrain Vehicle (ATV) that tracks and
follows a person. The ATV uses computer vision to identify and track objects, and a Jetson Orin Nano
GPU and YOLOV8 to enable autonomous operation. The ATV can steer left, steer right, drive straight,
speed up, slow down, and stop depending on the person's location relative to the ATV. The paper
provides a comprehensive architecture for the ATV's controls and operation, including the hardware and
software components. The ATV's computer vision system is based on YOLOvV8, which is a state-of-the-
art object detection and tracking algorithm. The paper also discusses the challenges associated with
developing an autonomous ATV that can track and follow a person, including the need for accurate object
detection and tracking, and the importance of safety and reliability. The proposed architecture and
operation of the ATV can be used in a variety of applications, including surveillance, security,
transportation, and military applications.

A Deep Learning-Driven Approach for Detecting Lung and Colon Cancer Using
Pre-Trained Neural Networks

;)

TS6-2

Majdi Rawashdeh (Princess Sumaya, Jordan); Muath Obaidat (City University of New York, USA); Meryem Abouali
(City College of New York, USA); Kutub Thakur (New Jersey City University, USA)

Lung and colon cancers are two of the most common and deadliest cancers worldwide, claiming
countless lives each year. The ability to diagnose these cancers early can make a big difference in patient
survival rates. Moreover, recent advancements in deep learning technology show significant promise in
enhancing diagnostic accuracy. In this study, we propose a Computer-Aided Diagnosis (CAD) system
that utilizes pre-trained Convolutional Neural Networks (CNNs) to accurately classify histopathological
images of lung and colon cancers. We utilized the publicly available LC25000 dataset, which contains
25,000 images, to train and evaluate several well-known deep learning models, such as Visual Geometry
Group 16 (VGG16), and Visual Geometry Group19 (VGG19). After fine-tuning model parameters such as
learning rate, batch size, and the number of training cycles (epochs), our CNN+VGG19 model achieved
an impressive accuracy of 99.04%. These findings demonstrate the potential of combining CNN
architectures with transfer learning to develop more reliable diagnostic tools. Our work contributes to
ongoing efforts to improve early cancer detection and offers a helpful tool for doctors in detecting lung
and colon cancers.

Al-powered Digital Twin for Sustainable Agriculture and Greenhouse Gas
Reduction

Baihua Li, Mike Thompson, Tom Partridge, Ruiming Xing, Jack Cutler, Bashar Alhnaity and Qinggang Meng
(Loughborough University, United Kingdom (Great Britain))

Agricultural and livestock farming are important contributors to greenhouse gas (GHG) emissions, with
methane emissions from ruminants being particularly significant. This research aims to showcase the
innovative development of a digital twin platform integrated with Al for analyzing both current and
historical GHG emissions. The digital twin harnesses Al for advanced predictive analytics, enabling the
tracking and understanding of broad GHG emission trends over time. Key features of the platform include
Al and machine learning models tailored for informative GHG estimation. It also offers interactive maps
for visualizing spatial data and conducting association analysis. Users can benefit from dynamic
historical data comparisons and utilize livestock emission calculators aligned with Intergovernmental
Panel on Climate Change (IPCC) guidelines. The project supports Net Zero efforts by empowering
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farmers and organizational stakeholders to enhance environmental stewardship and promote
sustainable agriculture.

A Deep Neural Network Approach for Fault Detection in Industrial Motors:
Enhancing Reliability and Efficiency in Industry 4.0

TS6-4

Hassan Ali (UDST, Qatar); Mostafa Ahyen (University of Doha for Science and Technology, Qatar); Raziq Yaqub
(Alabama A and M University, USA); Ahmed Badawi (UDST, Qatar); Noora Shifa (Qatar University & University of
Doha for Science and Technology, Qatar); Amith Khandakar (Qatar University, Qatar)
In the era of Industry 4.0, the integration of sophisticated monitoring and control technologies is
essential for the reliability and efficiency of industrial equipment. This paper presents a deep neural
network (DNN)-based approach for fault detection and classification in industrial motors. The approach
identifies common motor faults, including bent shaft, loose vibration, loosely mounted components,
electrical faults, and bearing vibration. The proposed DNN model demonstrated robust performance,
achieving an overall training accuracy of 83.49% * 0.43% and a test accuracy of 81.91% = 0.82%. The
model also achieved a mean precision of 82.05% + 0.77%, mean recall of 81.91% + 0.82%, and mean F1-
Score of 81.86% = 0.78%. The 95% confidence intervals for accuracy, precision, recall, and F1-Score
were (80.77%, 83.04%), (80.98%, 83.11%), (80.77%, 83.04%), and (80.78%, 82.95%), respectively. These
results demonstrate the DNN model's ability to precisely classify various motor faults with minimal
variability, as evidenced by its narrow confidence intervals and low standard deviations. The model's
reliability and efficacy for real-world applications in proactive maintenance and fault detection are
confirmed by the consistent performance that is observed across cross-validation folds.

SmartDate: Al-Driven Precision Sorting and Quality Control in Date Fruits

TS6-5

Khaled Eskaf (Assistant Professor, College of Informatics, Artificial Intelligence Department, Midocean University.)

The application of artificial intelligence (Al) in agriculture, particularly within the date fruit industry, is
advancing rapidly. Traditional machine learning methods, such as support vector machines (SVM),
artificial neural networks (ANN), and logistic regression, have been employed to classify dates based on
morphological features like color, texture, and shape. While effective, these approaches often lack the
flexibility and comprehensive quality control needed in modern agricultural practices.
To address these limitations, the SmartDate system represents a significant technological advancement
by integrating deep learning with genetic algorithms and reinforcement learning. This Al-driven system
not only excels in date fruit classification but also predicts expiration dates, filling a crucial gap in existing
solutions.

SmartDate leverages multispectral and hyperspectral imaging, coupled with Visible-Near-Infrared
(VisNIR) spectral sensors, to assess key quality indicators such as moisture content, sugar levels,
firmness, and internal defects. This allows for a more thorough evaluation of fruit quality compared to
conventional methods.

Moreover, the inclusion of reinforcement learning enables SmartDate to adapt in real-time to production
environment changes, optimizing sorting accuracy and ensuring that only premium quality dates reach
the market. Continuous enhancement through genetic algorithms further boosts the system's reliability
and efficiency.

In summary, SmartDate surpasses previous Al-based classification systems by integrating advanced
techniques with adaptive capabilities. This innovative system improves sorting accuracy, reduces waste,
and provides critical insights into the shelf life of dates, setting a new standard for agricultural efficiency
and effectiveness.

Classification of Animal Species Using a Deep Neural Network-Based Feature
Extraction Method

Mohammed Ibrahim, Khamis Al-Kubaise, Ali Alkapti, Abdullah Al-Musa, Osama Abdelaziz, Somaya Ali Al-maadeed
and Kishor Kumar Sadasivuni (Qatar University, Qatar)

This study presents an innovative approach to animal classification and recognition utilizing machine
learning and deep learning methodologies. Leveraging advanced algorithms, the proposed system
achieves remarkable accuracy in identifying diverse animal species. By also integrating sophisticated
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image processing techniques, the system enhances image quality and overall performance. The
research demonstrated that the SVM model combined with deep neural network-based feature
extraction achieved the highest accuracy of 95.65%. This paper represents a significant stride toward
improving the precision and efficiency of animal classification, offering promising applications in
biodiversity conservation and ecological monitoring by using advanced feature extraction approach with
deep learning

On the Effectiveness of Temporal Data Aggregation in Indoor loT Systems

TS7-1

Janeth Gabriela Rivera Aguilar (Université Sorbonne Paris Nord, France); Salvador Ruiz-Correa (Instituto Potosino
de Investigacion Cientifica y Tecnologica (IPICYT), Mexico); Gladys Diaz (Université Sorbonne Paris Nord, France &
Laboratoire L2TI, France); Khaled Boussetta (Universite Sorbonne Paris Nord, France); Marco Perez Cisneros
(Universidad de Guadalajara, Mexico)
Temporal Data Aggregation is a mechanism that aims to minimize bandwidth and energy consumption
in wireless sensor networks (WSN). To the best of our knowledge, most of the works in literature
investigated such mechanism in outdoor uses-cases, where the physical quantities are often stationary.
Little attention have been given to indoor environments, such as schools, houses or offices. The
challenge lies in the unpredictable nature of variables in these environments due to human activities,
which cause abrupt changes in data values. This paper investigates the effectiveness of temporal data
aggregation in indoor environments. The study relays on data sets that were collected in three real-world
environments: a smart home, a research laboratory with multiple offices and a primary school. Results
analysis demonstrate that temporal aggregation using time series forecasting models can significantly
reduce data transmission rates and energy consumption while preserving the accuracy of collected
data. Those findings demonstrate the potential of temporal data aggregation in extending the longevity
of 1oT (Internet of Things) infrastructures, even in indoor environments impacted by human activities.

Optimizing Deep Ensemble Learning for Accurate Melanoma Skin Cancer
Classification: Designh and Analysis

TS7-2

Ezeddin Ezeddin, Ahmet Dia Alkhattaf, Mhd Kheir Alhafez and Somaya Ali Al-maadeed (Qatar University, Qatar)

This study evaluates the performance of state-of-the-art convolutional neural networks (CNNs) for
melanoma skin cancer classification, highlighting the selection and optimization of models for ensemble
learning. Wide ResNet101 2 and resnext101 32x8d were identified as the most effective individual
models based on their superior diagnostic performance metrics such as accuracy, precision, recall, and
F1-score. Leveraging a weighted averaging ensemble approach, the study demonstrates a significant
improvement in classification accuracy, achieving an overall accuracy of 96.12%. This advanced
ensemble model surpasses traditional single-model approaches, showcasing the potential of integrated
architectures in enhancing the precision of medical diagnoses. The results underscore the efficacy of
ensemble learning in medical imaging, providing a robust tool for improving the detection and
classification of melanoma, thereby aiding in early diagnosis and treatment.

Textile-Based Soft Wearable Robots to Improve Quality of Life Across Wide
Spectrum of Applications

John Nassour (TU Munich, Germany); Nicholas Tacca and Gordon Cheng (Technische Universitdt Minchen,
Germany)

Wearable robots typically signify a specific solution for a specific problem or task rather than a
generalized solution adaptable to different purposes, such as preventive care, health monitoring,
assisting, and augmentation.

We have been developing a new concept of wearable robots to assist humans in a spectrum of
applications varying from highly constrained medical setups to home use. We used textile materials to
build the robots, which makes them more suitable for long-wearing duration, lightweight, and cost-
effective. Different control strategies were deployed to measure the wearer's intention and operate the
robot accordingly. Furthermore, our neuro-cognitive user study shows that the robot aligns with human
expectations as a sign of embodiment.

19



TS7-3

Reinforcement Learning Approaches In Open-Ended Environments

TS7-4

Jamshaid Igbal Janjua (University of Engineering & Technology, Lahore, Pakistan)

Reinforcement learning (RL) has traditionally excelled in well-defined environments with clear objectives
and boundaries. However, the growing interest in open-ended environments, where the rules, goals, and
dynamics can evolve or remain undefined, has posed significant challenges to conventional RL
methodologies. This paper explores the adaptations and innovations in RL that address the unique
demands of open-ended environments. We review key approaches such as hierarchical reinforcement
learning, exploration strategies driven by intrinsic motivation, meta-learning, and unsupervised skill
discovery. Through a discussion of these techniques, the paper highlights their potential to manage the
complexity, uncertainty, and scale of open-ended environments. Additionally, we examine practical
applications in fields such as gaming, robotics, and autonomous systems, where RL is being deployed
to navigate and thrive in unpredictable and dynamic settings. Finally, we outline the future directions and
ongoing challenges, emphasizing the need for scalable solutions and interdisciplinary collaboration to
fully realize the potential of RL in open-ended scenarios.

Low-power Energy Management Module for Ambiently Powered Robotic Swarms

TS8-1

MohmmadSadegh Mokhtari (University of Antwerp, Belgium & UAntwerpen, Belgium); Parham Haji Ali Mohamadi
(Vrije Universiteit Brussel, Belgium); Dragan Subotic (University of Antwerp - iMinds, Belgium); Ritesh Kumar Singh
(Imec University of Antwerp, Belgium); Bram Vanderborght (Vrije Universiteit Brussel, Belgium); Maarten Weyn
(University of Antwerp - imec, Belgium); Jeroen Famaey (University of Antwerp & Imec, Belgium)

This paper presents an Energy Management Module (EMM) designed for low-power ambiently powered
robotic swarms that harvest energy from the environment in addition to the conventional charging
methods. The EMM is designed to cooperate with a scheduling architecture that coordinates tasks
across the Ambiently Powered Swarm Robots (APSRs). This module helps the scheduler to have more
flexible control over the robot's energy storage and consumption. Key functionalities of the proposed
EMM include real-time monitoring of energy level, low-power schedulable idle period, monitoring of
efficient energy harvesting mechanisms, dead-battery robot recovery, and providing hard reset ability of
the robots. The module provides an extra low-power wireless connection to the robots. In collaboration
with the EMM, the scheduler manages energy consumption across the swarm and prevents individual
robots from exhausting their energy reserves in idle periods, dead battery mode, and malfunctioning. To
validate the effectiveness of the EMM, experiments are conducted in both simulated and real-world
environments, demonstrating improvements in mission endurance, task completion rates, and overall
swarm performance. Results indicate that the EMM effectively extends mission duration and enhances
operational efficiency compared to baseline approaches.

eHealthcare: IoT & Al Enhance the Scope and Effectiveness of Diagnhostics and
Treatment Modalities

Shaftab Ahmed (Bahria University Islamabad, Pakistan); Junaid Y. Raja (University of Alabama, Birmingham AL,
USA); M. Yasin Akhtar Raja (University of North Carolina, Charlotte, USA)

Intelligent hardware deployment for autonomous sensing and data collection, use of various computing
technologies, algorthms for response systems form the core of Internet of Things. The devices and
systems allow collection of live data backed up by a knowledge base of information. Emergence of
Artificial Inteligence (Al) has assumed great importance in Information Technology (IT). e-Healthcare
systems benefit using Al tools and loT applications. Hence the concept of early diagnosis and continous
monitoring of patients are beneficial and crucial. Machine learning allows the sytems to collect data in
real-time to be used for intelligent and proactive decision making. These developments have led to a
number of challenges for the developers of software and intelligent hardware for secure operations and
management. In this paper, we have reviewed the role of Al and ML for medical systems supported by
sofware engineering tools and domain specific architetures for prividing hardware support for fast data-
processing. We also have dicussed security and operation concerns in implementation of loT-based
intelligent systems specially to meet the HIPPA standards. loT in healthcare is generating a huge amount
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of useful data which can be handled with data processing supported by Domain Specific Architecture
(DSA) for better analysis and predictability of medical problems and outcomes. loT and Al together play
an important role in support of medical professionals, doctors and nurses alike in ICU. Rapidly changing
critical parameters and their interpretation by intelligent systems can help saving human lives. We have
discussed the ICU situations and two case-studies to support the concept.

Optimizing Cyber Risk Prediction for Clinical Wearables with Dijkstra's Algorithm
and Fuzzy Cognitive Mapping

TS8-3

Yahya Awaad ( & University of North Texas, USA); Gahangir Hossain (University of North Texas, USA); Durga Srikari
Maguluri (USA); Leela Pavani Velagala (University of North Texas, USA)

The development of wearable biosensors marks a transformative era in healthcare, offering personalized
medicine and continuous disease monitoring. This article explores advancements in sensor technology,
miniaturization, and data analytics that enable diverse wearable devices like smartwatches, e-textiles,
and chest-mounted sensors. A critical focus is on the security challenges posed by these devices,
particularly through the lens of cyber-attack trees. By modeling potential vulnerabilities, we use graph
theory to identify the shortest path an attacker might exploit and emphasize strengthening security along
this path. This paper suggests that while Dijkstra's algorithm identifies key communication links that
need to be secured, a fuzzy cognitive map can analyze vulnerability impacts and propagation in a
cyberinfrastructure, which is reflected through cyber-attack graph analysis. Additionally, the paper
addresses challenges using wearable technology and analysis through cyber-attack graph (tree) based
approaches that enhance biosensor sensitivity and reliability, ensuring their secure and impactful role in
future healthcare.

Intelligent Systems for Comprehensive Dog Management

;)
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Menusha E Katipearachchi, Omesh B. L. Sachethana, Ganguli N. A. Gunawardena, Duvindu H. C. Ruwanara and
Jenny Krishara (Sri Lanka Institute of Information Technology, Sri Lanka); Dharshana Kasthurirathna (Faculty of
Computing, Sri Lanka Institute of Information Technology, Sri Lanka)
In recent years, the integration of advanced technologies with canine welfare has gained significant
attention, leading to the development of comprehensive platforms for dog management. The "Research
Pooch-Paw" initiative addresses the multifaceted needs of dog owners and stray dog populations
through an innovative platform that incorporates machine learning, wearable sensors, and real-time
data processing. The platform facilitates early disease detection, behaviour analysis, and health
monitoring using loT-enabled devices, and provides personalized care guidance. Additionally, it includes
features for stray dog identification and emergency response using deep learning algorithms and image
processing techniques. The research underscores the potential of leveraging modern technology to
enhance the quality of life for dogs and improve the effectiveness of canine welfare strategies.

Smart Air Conditioning System Enhancing Energy Efficiency and User Comfort

Nuwani Dilara, Hiruni Imesha Saparamadu, Thamasha Bandara, Sewwandi Anjalika Meriyan, Jenny Krishara and
Samadhi Rathnayake (Sri Lanka Institute of Information Technology, Sri Lanka)

Thisresearch presents a comprehensive model of energy efficiency and performance optimization for air
conditioning systems by integrating both loT and Machine Learning concepts, resulting in the
development of a self-controlled AC system that does not require any human intervention to manage AC
operations. This approach begins with the use of a K-Nearest Neighbours (KNN) model to determine the
number of active AC units needed at the moment. The system then optimizes its operation by
determining which of the ACs should be turned on based on the data regarding room occupancy and
depth estimation provided by OpenCV and MiDaS. To further fine-tune the system, a sequential model
with transfer learning predicts the optimal AC output temperature, while a Support Vector Machine (SVM)
model determines the required fan speed. Additionally, a Deep Deterministic Policy Gradient (DDPG) is
incorporated to predict and maintain optimal indoor relative humidity level, continuously adapting to
indoor and outdoor changes. Various sensors and Raspberry Pi are used in the loT setup to collect real-
time data. The collected real-time data utilized for the evaluation of the framework using a simulation,
demonstrating its effectiveness in optimizing AC operations and energy consumption.
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Enhancing Micro-Expression Recognition with Broadbent Attention Mechanism: A
High-Performance Approach for Emotion Detection

TS8-6

Muhammad Zaman (COMSATS University Islamabad, Pakistan); Imran Ashraf (The University of Lahore, Pakistan);
Tanzila Kehkashan (Universiti Teknologi Malaysia, Malaysia); Adnan Akhunzada (University of Doha for Science and
Technology, Denmark & Technical University of Denmark, Denmark); Hafiz Khizer bin Talib and Yanglong Cao
(Zhejiang University, China)
Micro-expression recognition (MER) is a critical task in affective computing, yet it remains challenging
due to the subtle, brief, and involuntary nature of micro-expressions. Existing methods often find it
difficult to spot these quick micro facial expressions (MFEs), especially when there are obstacles,
background noise, or differences between people. In this study, we propose a novel approach that
integrates the Broadbent Attention Mechanism into a Convolutional Neural Network (CNN) to enhance
MER. This attention mechanism is designed to focus on the most informative regions of facial images,
improving the model's ability to extract relevant features and discard irrelevant information. The model
is evaluated on the SAMM dataset, covering various emotions. Extensive experiments are conducted
using both K-fold and Stratified K-fold cross-validation techniques to ensure a robust evaluation process.
The proposed method achieves high accuracy 99.72%, precision 99.73%, Recall 99.72% and f1-Score
99.72% with Stratified Kfold & accuracy 99.65%, precision 99.65%, Recall 99.66% and f1-Score 99.65%
with K-fold, outperforming baseline models and demonstrating its effectiveness in recognizing subtle
microexpressions. These results indicate that the Broadbent Attention Mechanism significantly
enhances accuracy and robustness of MER systems, offering a promising solution for applications in
human-computer interaction (HCI) and emotion analysis.

Optimizing Diabetic Foot Ulcer Detection: Leveraging SSD and YOLO
Architectures

TS8-7

Muhammad Azeem (The University of Lahore, Pakistan); Muhammad Zaman (COMSATS University Islamabad,
Pakistan); Adnan Akhunzada (University of Doha for Science and Technology, Denmark & Technical University of
Denmark, Denmark); Tanzila Kehkashan (Universiti Teknologi Malaysia, Malaysia); Imran Ashraf and Abdul Rehman
(The University of Lahore, Pakistan)

Diabetic foot ulcer (DFU) are a severe complication in diabetic patients, requiring accurate and early
diagnosis to prevent further complications such as infection or amputation. To address this, we
employed YOLO and SSD models for automated DFU detection from medical images, comparing their
performance based on key evaluation metrics, including accuracy, precision, recall, and F1-score.Our
results demonstrate that both models perform exceptionally well, with SSD achieving an accuracy of
98.7%, surpassing YOLO's 97.5%. Additionally, SSD exhibited superior precision (99%), recall (98.9%),
and F1-score (99.1%), indicating its robustness in detecting ulcerated regions of varying sizes and stages.
These results were further contextualized through a comparison with previous studies, where SSD
outperformed several CNN-based models, which achieved accuracy ranging from 93.7% to 97.0%.The
SSD model's multi-scale object detection capabilities, combined with transfer learning and data
augmentation techniques, contributed to its high performance. Overall, this study demonstrates the
potential of deploying SSD and YOLO models in clinical settings for early and accurate DFU detection,
paving the way for more reliable and timely interventions in diabetic care. The findings underline the
significance of advanced object detection methods, offering promising avenues for improving patient
outcomes in medical imaging

Analysis and Treatment of Missing Data in Happiness Score Using Machine

Learning

Wassim Touati (SERCOM Laboratory, Tunisia); Yamen El Touati (Northern Border University, Saudi Arabia); Nejib
Ben Hadj-Alouane (American University in Dubai, United Arab Emirates); Abderrazak Jemai (INSAT Institute, Tunisia
& Researcher at SERCOM/EPT, Tunisia)

Machine learning, a vital part of artificial intelligence, improves our ability to make predictions from
complex data. The success of these predictions relies heavily on the model's fit with its data and the
data's consistency. Accurate predictions depend on closely matching the model to the data patterns.
However, missing data can seriously disrupt the accuracy of predictions, causing errors. To address this,
we recommend adopting a proposed framework that enhances predictions by effectively filling in
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missing data. Our objective is to refine the accuracy of our predictions, especially in scenarios where the
data might be incomplete and features exhibit patterns of dependency. In the context of missing data,
our approach concentrates on enhancing regression performance to minimize the effects of missing
data as effectively as possible.

Enhanced Intrusion Detection in Wireless Sensor Networks: A Voting and Particle

Swarm Optimization Approach

TS8-9

Ameera Jaradat, Salem Alhatamleh, Ahmad Nasayreh and Hasan Gharaibeh (Yarmouk University, Jordan)

Wireless sensor networks (WSNs) are of great importance in advanced technologies in the modern
developing world as they are widely used in many applications. Although encryption and authentication
protocols in WSNs are widely adopted, there are continuous expectations of new sophisticated attack
strategies that are spreading, which pose high risks and threats. This work addresses these challenges
using Intrusion Detection Systems (IDS) that will be supported by machine learning algorithms.
Specifically, it explores the WSN-DS dataset that includes network activities and attack types. In
addition, itinitializes the importance of feature selection and proposes data balancing methods such as
SMOTE to enhance the detection rate. To increase the performance of the machine learning model, we
use a voting classifier consisting of Random Forest (RF), K-Nearest Neighbors (KNN) and Extreme
Gradient Boosting (XGBoost) and optimize them using Particle Swarm Optimization (PSO) by selecting
the best hyperparameters. This ensemble method aims to maximize the performance of the used
ensemble models. The proposed model is demonstrated by improving the PSO voting classifier model
which gives a remarkable accuracy of 99.99% making it a highly effective approach in predicting and
filtering different types of attacks in wireless sensor networks. This work will help in promoting further
research in protecting wireless sensor networks from invasive intrusions in various applications to
ensure security in communication networks.

Large Language Models (LLM) in Industry: A Survey of Applications, Challenges,
and Trends

TS8-10

Zina Chkirbene and Ridha Hamila (Qatar University, Qatar); Ala Gouissem (University of Doha for Science and
Technology, Qatar); Devrim Unal (Qatar University, Qatar)

Large Language Models (LLMs) are transforming industries by automating tasks such as text generation,
data analysis, and customer interactions. Their impact spans various sectors, including finance,
healthcare, legal services, and education, where they streamline operations and enhance decision-
making. Despite these advantages, the adoption of LLMs is hindered by challenges such as high
computational costs, data privacy concerns, bias, and the lack of explainability. Existing surveys on LLMs
primarily focus on their capabilities and applications, emphasizing their role in generating human-like
text, processing unstructured data, and supporting decision-making. However, these studies also
highlight the significant limitations of LLMs, particularly around computational expense, privacy, bias,
and the "black box" nature of their outputs, which restrict their use in critical, regulated industries. This
paper builds on prior work by exploring emerging solutions to address these challenges. It examines
innovations such as domain-specific LLMs, LLM-as-a-Service (LLMaaS), and advancements in
explainable Al (XAl) to enhance transparency and accessibility. The paper provides practical insights into
how businesses can strategically adopt LLMs while mitigating risks, making them more viable for broader
industry application.

Optimizing Food Security and Minimizing Waste: An Intelligent Agricultural
Forecasting System for Qatar

Amine Mohamed Salah Benouar, Salem Al-Naemi, Rachid Benlamri and Seifeddine Bouallegue (University of Doha
for Science and Technology, Qatar)

Qatar's growing demand for food, coupled with its reliance on imports and limited agricultural land,
makes efficient resource management critical for ensuring food security and sustainability. Optimizing
the production and distribution of agricultural produce is essential to reduce waste, manage resources
more effectively, and address environmental concerns. In this context, an integrated predictive system
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that forecasts agricultural needs can play avital role in supporting Qatar's agricultural planning and food
supply management. This paper presents the development of such a system, designed to forecast
agricultural produce needs by utilizing data from four key sectors: commerce, hospitality, agriculture. To
achieve this, three separate databases were constructed, each containing a key table, and sample data
was generated to simulate real-world conditions. A Pythonbased ETL pipeline was used to extract, clean,
and merge the data into a unified dataset, which served as input for multiple Recurrent Neural Network
(RNN) models. The models predicts the quantities of produce required for upcoming harvest cycles. The
integration of cross-sectoral data improves the accuracy of the forecasting process, offering a
comprehensive view of the factors influencing agricultural demand. The results demonstrate that
incorporating data from multiple sectors enhances prediction precision, aiding in optimized resource
management and reduced food waste. The system's modular architecture allows for future expansion,
enabling the integration of additional data sources like household statistics and its adaptation to other
regions or sectors, making it a valuable tool for agricultural and food security planning in Qatar.

Detecting and Identifying the Targets of Covert DDoS Attacks

Akram Algaolahi (King Fahd University of Petroleum and Minerals, Saudi Arabia); Walid Aljoby (King Fahd University
of Petroleum and Minerals); Mustafa Ghaleb (King Fahd University of Petroleum and Minerals, Saudi Arabia); Khaled

A. Harras (Carnegie Mellon University, USA)
Network systems are essential to our daily lives but remain vulnerable to Distributed Denial-ofService
(DDoS) attacks, particularly stealthy low-rate variants that evade conventional detection methods. This
paper presents an SDN-based deep learning framework designed to detect adaptive low-rate DDoS
attacks targeting both end hosts and network links. Our approach not only mitigates these threats but
also differentiates between host-targeted and link-targeted attacks, effectively countering dynamic
adversaries. We construct dataset of benign and low-rate DDoS traffic and evaluate our solution in an
SDN environment using the Mininet emulator and RYU controller, demonstrating its efficacy in identifying
and countering sophisticated low-rate attacks.
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Using Compiler Code Optimizations to Accelerate Neural Networks

bz

Riyadh Baghdadi (New York University Abu Dhabi, United Arab Emirates)

Deep neural networks have emerged as a cornerstone in modern artificialintelligence, driving significant
advancements in various fields such as computer vision, natural language processing, and speech
recognition. While state-of-the-art neural networks have made significant advances in solving many
problems, they still suffer from an important limitation. They require important computational
resources. In this talk, we discuss examples of our efforts to address this problem. We show how we
automate compiler code optimizations to accelerate neural networks. In particular, we leverage deep
neural networks to build cost models that are then used to allow compilers decide how to optimize code.
These techniques are then transparently integrated in frameworks such as Pytorch, Tensorflow, and Jax
to automatically accelerate neural networks written by users.

Byzantine-Resilient Federated Learning: Smart and Scalable Solutions

Ala Gouissem (University of Doha for Science and Technology, Qatar)

Federated learning (FL) has emerged as a promising approach for distributed learning while preserving
data privacy. However, its decentralized nature makes it vulnerable to Byzantine attacks, where
malicious participants attempt to disrupt the learning process by injecting faulty or manipulated
updates. These attacks can significantly degrade model performance, especially in sensitive
applications like healthcare, highlighting the importance of developing robust defenses against
Byzantine adversaries in FL.

Several techniques have been proposed in the literature to mitigate the impact of Byzantine attacks on
FL. These include methods like weight truncation, robust gradient descent, and Krum aggregation to
secure the learning process. Other approaches involve encryption mechanisms, anomaly detection,
and performance-based validations using centralized datasets to identify malicious updates. While
many of these techniques are effective, they often require high computational complexity or rely on
assumptions about attacker knowledge, making them difficult to scale or apply in certain scenarios.
This workshop explores novel low-complexity Byzantine-resilient aggregation techniques. Traditional
methods often involve sequential evaluation of participants based on their contribution to the system's
error rate or loss function, which can be inefficient and resource-intensive. In contrast, we introduce the
Refine and Identify Algorithm, which reduces the computational burden by evaluating participants in
groups. This approach narrows the search space for identifying malicious users, with a rigorous
mathematical framework supporting its convergence and effectiveness.

Additionally, a decentralized Byzantine-resilient training mechanism is introduced, which goes beyond
just mitigating the impact of malicious nodes by actively identifying and isolating them. This solution
employs a novel cross-check mechanism, enabling participants to collaboratively and blindly detect
harmful individuals without bias. A smart flag activation system is also integrated into the training
process to minimize network overhead. Extensive mathematical proofs and experimental results,
particularly in a healthcare electrocardiogram (ECG) monitoring scenario, demonstrate the
effectiveness of these approaches in ensuring accurate heart condition predictions while securing the
FL model from Byzantine attacks. And maintaining low computational complexity. This combination of
theoretical and practical validation highlights the potential of these mechanisms to significantly
enhance the security, reliability and scalability of FL systems against adversarial threats.
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Edge Computing at the Frontier: Security Showcase

M. Omar Al-Kadri (University of Doha for Science and Technology, Qatar)

In this work, we will explore the transformative role of edge computing in securing critical sectors such
as loT, healthcare, and autonomous vehicles. Through the lens of real-world security projects, we will
glance into three key areas: the security of loT devices and smart homes, the implementation of trust
management systems in healthcare networks, and the deployment of intrusion detection systems (IDS)
in autonomous vehicles. First, we will showcase the challenges associated with loT security solutions
with the growing number of connected devices in smart home environments. Then, we will explore the
security of medical networks such as wireless body area network, with the application of trust
management systems in healthcare, where secure patient data handling and safeguarding critical
infrastructure are paramount. Finally, we will present how intrusion detection systems are employed in
autonomous vehicles to protect against cyber-attacks, ensuring the safety and reliability of vehicle
systems in real-time environments. This work will not only highlight the advancements in security
technologies but also demonstrate the practical applications of these solutions across industries,
reinforcing the importance of cybersecurity in an increasingly connected world.

Compatibility Aware Pairing for QoS-Aware Task Scheduling in Edge-Cloud
Computing

Md Mahfuzur Rahman (King Fahd University of Petroleum and Minerals, Saudi Arabia)

In the evolving landscape of Edge-Cloud computing, efficient task offloading plays a critical role in
optimizing resource utilization and ensuring Quality of Service (QoS) across diverse computing
environments. This research presents a new approach to task offloading that leverages a genetic
algorithm to enhance compatibility-aware pairing and allocation of tasks. Specifically, tasks are grouped
based on complementary QoS requirements before offloading. For instance, latency-sensitive tasks are
typically allocated to Virtual Machines (VMs) on edge or fog devices. To further minimize network
latency, these tasks are paired with non-latency-sensitive tasks, thereby creating a more balanced load
on the VM, allowing it to prioritize the latency-critical task. Similarly, time-critical tasks allocated to VMs
in cloud environments are paired with non-time-critical tasks, providing the VM with greater flexibility to
meet the time constraints of the critical task. By ensuring that task pairs are compatible, the proposed
method seeks to optimize resource allocation, reduce latency, and improve overall system
performance. The genetic algorithm is employed after forming these task pairs and to determine the
optimal offloading strategy, effectively addressing the challenges of QoS management in Edge-Cloud
computing environments. This approach promises significant improvements in the efficient use of fog
and cloud resources, paving the way for more responsive and adaptive computing systems.

Unsupervised Indoor Localization using Federated Spatio-Temporal Graph
Neural Networks

Bekir S Ciftler (University of Doha for Science and Technology, Qatar)

Indoor localization is essential for enabling location-based services where GPS signals are unreliable.
Traditional methods rely on labeled data, which is expensive to collect and may raise privacy concerns.
This paper presents an unsupervised indoor localization framework leveraging federated learning and
spatio-temporal graph neural networks (ST-GNNs) informed by wireless communication principles. By
constructing dynamic graphs where nodes represent WiFi access points (APs) and user devices, and
edges capture physical proximity and signal propagation characteristics, the method exploits spatial
and temporal dependencies in WiFi Received Signal Strength (RSS) measurements. The ST-GNN is
trained using self-supervised learning objectives, including signal propagation modeling and temporal
contrastive learning, to capture complex relationships without labeled data. Federated learning enables
distributed training across devices while preserving privacy through optimized communication
protocols.
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Data drift impact on the efficiency of edge Artificial intelligence

Karima Benatchba (Ecole nationale Supérieure d'Informatiqu, Algeria)

Data streams are characterized by a continuous and unlimited flow of data produced in real-time. The
large amount of data produced at a high velocity requires a real time processing to avoid information
loss. Moreover, in a dynamic environment, this data is not necessarily uniformly distributed. Its
distribution changes and fluctuates rapidly over time. This phenomenon is known as concept drift and
has an impact on the performance of machine learning models. Indeed, when facing concept drifts, the
accuracy of the models decreases and the rate of false positives and negatives increases. As a results,
models need to be updated or retrained frequently in order to maintain their effectiveness. Thus, it is
crucial to have a drift detection system to promptly and effectively update the models. Data Driftis even
a bigger challenge for edge Al as it impacts negatively its performance. In this presentation and after
introducing the concept of data drift and its different types, we will present a literature review on the
detection of concept drifts in data streams, its impact on the effectiveness of edge Al. We will, then,
present Relio, our proactive method designed to detect drifts by comparing data distributions using
optimal transport. It is a mathematical approach which aim is to move resources from a source to a
destination at minimal cost. It enables the identification of changes in distributions rapidly and
accurately, before models' performance are significantly affected.
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